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I. BACKGROUND / INTRODUCTION / SCOPE 
 
UC Business and Finance Bulletin IS-3, Electronic Information Securityi, requires all UC 
campuses to “establish minimum standards for devices connected to their networks.” IS-3 also 
identifies certain standards that all campuses must address, at a minimum. The following 
standards are intended to comply with IS-3 and to ensure the availability, reliability, and security 
of UCSC’s electronic resources. 
 
All devices must satisfy these standards, as appropriate, before connecting to the campus 
network. Additionally, devices known to be vulnerable, to present a security risk, or to be 
infected with malicious software (see below) must not be connected to the campus network 
or to devices on the campus network. Devices not meeting these requirements are subject to 
being blocked or disconnected from the campus networkii. Individuals are also subject to 
the provisions of the Policies for Use of UCSC Computing Facilities and, for students using 
UCSC’s residential networks, the Resnet Usage Guidelines and Responsible Use Policyiii.  
 
Please note that these are minimum standards only. Additional requirements apply to systems 
that contain or access restricted dataiv. Units, departments or Information Technology Services 
(ITS) may elect to apply more stringent standards and/or guidelines, where consistent with the 
UC Electronic Communications Policyv.  
 
A glossary of selected terms used in this document is available at 
http://security.ucsc.edu/policies/glossary.shtml.  
 
Guidance regarding the implementation of these requirements is under development and will be 
published separately as it becomes available.  
 
II. EXCEPTIONS 
 
The requirements in this document are not intended to restrict University research, instructional, 
or administrative activities. Situations may also exist where implementing one or more of these 
requirements as written would compromise the usability of a critical system or application, or is 
prohibited by regulation.  
 
Requests for exceptions for these purposes may be appropriate. Such requests must be approved 
by the Vice Chancellor, Information Technology, or designee. For new systems or applications, 
such requests must be approved in advance of deployment. Exceptions, including any relevant 
conditions and review date, must be documented. Implementation of additional measures may be 
required when exceptions are granted. 
 
 
III. MINIMUM NETWORK CONNECTIVITY REQUIREMENTS 
 
1. Software Updates 
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Devices connected to the campus network must run versions of operating system and application 
software for which security updates are made available. These updates must be installed in a 
timely fashion.  
 
2. Malicious Software Protection  
Where applicable for specific operating systems, malicious software protection (including anti-
virus, anti-spyware, protection against spam bots) must be running and properly configured, 
including up-to-date definition files.  
 
3. Host-Based Firewall Software 
Where applicable for specific operating systems, host-based firewall software must be running 
and properly configured to limit network communications in order to minimize the risk of hostile 
or inappropriate network traffic. When supplied with the operating system, the firewall must be 
enabled before connecting the system to the network.  
 
4. Access Control Measures  
Access control measures such as passwords or other secure authentication processes must be 
used to ensure only authorized individuals are able to access controlled electronic information 
resources. When passwords are used, they must comply with the campus Password Strength and 
Security Standardsvi as outlined in the UCSC Password Policyvii. 
 
5. Transmission of Restricted Data including Passwords 
Suitably strong encryption of restricted data, as defined in IS-3, must be employed when this 
information is transmitted over a network. This includes passwords providing access to 
University resources (including remote access), and any other secret data (such as biometric 
information) used to authenticate the user. Encryption-capable services may be used to meet this 
requirement. Compensating controls that prevent surreptitious monitoring of restricted data in 
transit also fulfill this requirement. Insecure services should be replaced by their encrypted 
equivalents or other compensating controls for transmission of restricted data.  
 
6. Email Relays 
Devices shall not allow unauthorized individuals to send or relay email messages, i.e., to process 
an e-mail message where neither the sender nor the recipient is a local user. Email relays that 
permit unauthorized individuals to send email will be disconnectedviii. 
 
7. Network Proxy Servers 
Proxy servers shall not provide access to services or resources to individuals not authorized for 
them. Proxy servers that permit unauthorized or unauthenticated use of services or resources will 
be disconnected.ix. 
 
8. Physical Security and Session Timeout  
Reasonable measures must be taken to ensure the physical security of University computing 
equipment. Measures include physical restraints or locking devices, or physically secure 
facilities. 
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Devices that access restricted and/or essential resources that are left unattended for an extended 
period of time should employ measures, such as session timeout or lockout mechanisms, that 
require re-authentication before users return to interactive use.  Devices that host confidential or 
critical information may be subject to additional requirements.  
 
9. Unnecessary Network Services 
Network services, processes, or ports offered by a device must be disabled, turned off, or 
removed if they are not necessary or appropriate for the intended purpose or operation of that 
device. 
 
10. Security Audit Agents 
Based on level of risk, UCSC may require that computers run a security audit agent as a 
condition for attaching to the campus network. 
 
 
IV. POLICY AUTHORITY 
 
The campus Vice Chancellor, Information Technology, on behalf of the Office of the Chancellor 
and the Office of the Campus Provost and Executive Vice Chancellor (CP/EVC) is the campus 
authority for UCSC’s Minimum Network Connectivity Requirements. This policy was reviewed 
and approved by the CP/EVC on xx/xx/200x. Next review date is xx/xx/200x. 
 
 
V. GETTING HELP 
 
For questions about these requirements, contact 

• The ITS Support Center at 459-HELP, help@ucsc.edu, 
http://its.ucsc.edu/services/help_desk/, or in person M-F 8AM-5PM, 54 Kerr Hall, or  

• Your ITS Divisional Liaison (DL): http://its.ucsc.edu/divisional_liaisons/index.php. 
 
 
                                                
i UC Business and Finance Bulletin IS-3, Electronic Information Security (IS-3): 

http://www.ucop.edu/ucophome/policies/bfb/is3.pdf  
ii Please see Guidelines and Procedures for Blocking Network Access for related procedures and recourse: 

http://security.ucsc.edu/policies/blockingproc.shtml 
iii Policies for use of UCSC computing facilities: http://security.ucsc.edu/policies/compuse.shtml  

Resnet Usage Guidelines and Responsible Use Policy:  http://www2.ucsc.edu/resnet/policy/ 
iv See Information Technology Services’ Restricted Data Resources web page for definitions, tools and data 

protection information: http://its.ucsc.edu/security_awareness/restricted_data_resources.php  
v http://www.ucop.edu/ucophome/policies/ec/  
vi UCSC Password Strength and Security Guidelines: http://security.ucsc.edu/policies/password.shtml  
vii UCSC Password Policy: http://policy.ucsc.edu/html/it0002rev08.shtml  
viii Please see Guidelines and Procedures for Blocking Network Access for related procedures and recourse: 

http://security.ucsc.edu/policies/blockingproc.shtml 
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